	[bookmark: fingerprint-privacy-notice-and-consent]NOTICE:  This is not legal advice. Please check on the biometric disclosure and consent requirements in your jurisdiction(s).


Fingerprint Privacy Notice and Consent
[EMPLOYER NAME] offers fingerprint authentication as an optional way to identify yourself when using a MedixSafe safe. Please read this notice before deciding whether to enroll your fingerprint.
[bookmark: what-happens-when-i-enroll]What happens when I enroll?
When you enroll, the fingerprint reader briefly scans an image of your fingerprint. It uses that image to create a digital fingerprint template that can later be used to recognize you.  The fingerprint image itself is not kept. It is discarded after the template is created.
Your fingerprint template is encrypted and securely stored in the MedixSafe system. An encrypted copy may also be sent to other MedixSafe safes that you are authorized to use.
[bookmark: how-will-my-fingerprint-be-used]How will my fingerprint be used?
Your fingerprint template(s) will only be used to confirm your identity when you choose to use your fingerprint:
· to access a MedixSafe safe; or
· to identify yourself when signing a report that you choose to create on a MedixSafe safe.
When you access a safe or sign a report, the system may record your identity and activity as part of its security, audit, and controlled-substance chain-of-custody records. These records do not contain your fingerprint(s) or fingerprint template(s).
Your fingerprint template(s) will not be sold, used for other purposes, or provided to others for their own use.  MedixSafe may be compelled to disclose your encrypted fingerprint template(s) in response to a court order, lawful law-enforcement demand, or other legal requirements.
[bookmark: do-i-have-to-use-my-fingerprint]Do I have to use my fingerprint?
No. Fingerprint enrollment and use are optional.
If you do not want to provide or use your fingerprint, you will be provided with another way for you to authenticate when accessing a safe or signing a report.
[bookmark: Xc1bd721ffd9decb91ee08cc141f1991af88ae25]Choosing not to use fingerprint authentication does not prevent you from being authorized to use a MedixSafe safe or from signing reports.

How long will my fingerprint template be kept?
Your fingerprint template(s) will be retained:
[INSERT EMPLOYER’S RETENTION PERIOD OR DELETION RULE]
You may withdraw your consent at any time by contacting:
[EMPLOYER CONTACT INFORMATION]
If you withdraw your consent, your fingerprint template can be permanently deleted from the MedixSafe system and you can use another method to authenticate. Historical security, audit, report, and chain-of-custody records may still be retained.
[bookmark: consent]Consent
By signing below, I confirm that:
· I have read and understand this notice.
· I understand why my fingerprint information is being collected and how it will be used, stored, and deleted.
· I understand that fingerprint authentication is optional and that another authentication method is available.
· I voluntarily consent to [EMPLOYER NAME] collecting and using my fingerprint information for MedixSafe authentication as described above.
· I authorize MedixSafe to securely store and process my fingerprint template on behalf of [EMPLOYER NAME].
Employee Name: ______________________________________
Employee Signature: ___________________________________
Date: ____________________
